Oladotun Joseph | 1st class MSc • 1st class BSc • CSAP • CySA+ • Security+ 

Location: Dubai, UAE | Contact No: +971543733964 | Email: Ojebode@gmail.com

CAREER PROFILE

An experienced, certified, information, network, and cyber security engineer. Successfully managed and worked on clients’ networks to ensure efficient security workflow through orchestration and automation. Able to maintain the highest standards of confidentiality in handling and protecting sensitive client information. Kindly visit my website with the link under the personal website heading to get more insight into my career profile.

WORK EXPERIENCE
· Maguire Security Solutions (Dubai, UAE): From October 2018 – Present
Job Title: Cybersecurity - SOAR Engineer

[bookmark: _Hlk106832887]Job Achievements / Responsibilities
· Deployment, Configuration and Management of SOAR solutions.
· Analyzed information security events for efficient playbook logic and flow design.
· Designed playbooks in SOAR solutions to automate triage and incident response steps while reducing response time.
· Converted security use cases into operational workflow processes.
· Automated incident response steps using python and Jinja knowledge.
· Developed connectors and integrations to facilitate automated ingestion from detection databases (e.g., Elasticsearch, Solr), and coordination of security incidents resolution.
· Devised a logic on CyberSponse SOAR platform to identify, segregate and perform MongoDB CRUD operations automatically for 10 onboarded tenants’ detections in a GSOC project when the feature for the platform to handle multiple tenants was missing.
· Part of the Security Operations Centre (SOC) development team as the Lead Engineer for SOAR related tasks.

· Sanitas Data Security (Manchester, England): From July 2016 – December 2016
Job Title: Cyber / Network Security Engineer.

Job Achievements / Responsibilities
· Implemented secure configuration of boundary firewall and internet gateways.
· Deployed access control systems as specific to organization needs.
· Performed vulnerability assessment on clients’ network with Kali Linux tools.
· Malware protection by putting necessary controls in place.
· Administered and ensured that clients attain compliance with Cyber Essentials.

· SamTech Middle East (Dubai Internet City, UAE): From July 2014 – August 2014 
Job Title: Junior Network Administrator (Intern)

Job Achievements / Responsibilities
· Solved Layer 2 and layer 3 network connectivity problems 
· Provided solutions to daily IT problems encountered by various departments at SamTech.
· Created and managed Active Directory users, groups, and computers
· Setting up network devices (Desktop, router, switches) and operating systems installation

[bookmark: _Hlk508114495]SKILLS AND ABILITIES

· Analyzing security events and designing workflows to triage and respond in timely manner.
· Competent with cybersecurity SOAR solutions i.e., CyberSponse (now Fortisoar), Siemplify
· Designing of playbooks in security solutions to orchestrate information security incidents.
· Automating incident response steps using python and Jinja knowledge
· Experience with search engines (Elasticsearch, Solr) and document database (MongoDB)
· Usage of vulnerability scanning and penetration testing tools (Kali Linux)
· Programming and Dev framework Knowledge: Python, HTML, CSS, Django
· Knowledge of OSI model and TCP/IP protocol suite
· Layer 2 security: Port security, vlan, ACL, DHCP Snooping, DAI, MACSec
· Layer 3 security: ZBF, WSA, ASA, NGIPS, FTD, Syslog, NTP, SGT, AAA 
Soft skills:                                            
· Teamwork
· Problem-solving

PROFESSIONAL QUALIFICATIONS
· CompTIA CSAP: 2022
· CompTIA CySA+: 2022
· [bookmark: _Hlk92230266]CompTIA Security+: 2020
· CCIE (Security version 5 written): 2017
· CCNP (Routing and Switching): 2016
· CCNA (Routing and Switching): 2014

EDUCATION AND AWARDS

2015 – 2016:           
· MSc Information Security & IT Management (1st class)
Edge Hill University (UK)
2010 - 2014:  
· BSc IT \ Networking and Security (1st class)
Ajman University of Science & Technology (UAE)

[bookmark: _Hlk497069636]LANGUAGES 

· English: Fluent in written and spoken English.
· French: intermediate (speaking, reading); basic (writing)
· Arabic: Basic Speaking

LinkedIn

https://www.linkedin.com/in/oladotun-joseph-63b91699/

Personal Website

https://www.oladotun.space/
